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Phan mém Phan mém Wifi AAA — BMA eBilling la giai phap tinh cudc internet va quan
ly thué bao hoan thién cho cac hé théng khong day (WIFI) va cé day (LAN) phd hop nhu
cau cua cac nha hang, khach san, truong hoc, ky tuc x&, wifi cdng cong...

Giai phap dugc thiét ké khong chi phi hop véi mé hinh don 1é ma con pht hop véi mé hinh
da diém (vi du chudi khach san, nha hang hoic cac dia diém dia ly khac nhau). Vi mé hinh
da diém, khach hang c6 thé chuyén tir viing phuc vu ndy sang ving phuc vu khac ma van
sir dung chung mét tai khoan tao sy tién loi va thong nhat cho khach hang ciing nhu nguoi
quan Iy hé théng.

Giai phap dugc thiét ké dé thao man moi nhu cau vé giai phap internet c6 day va khdng day
va sir dung mo6 hinh AAA (Authentication, Authorization, Accounting) dé tinh cudc, cho
phép xay dung cic mo hinh tinh cudce linh hoat, bao gom tra trudc hoac tra sau, duwa trén
thoi gian, luu lugng, toe do hoic két hop céc hinh thirc nay vai nhau.

Hé thdng bao gdom 02 server: Server Billing 1, Server Billing 2, tao thanh mot cluster active
— standby.

MJi server bao gom cac tién trinh sau:
1. Apache Webserver
2. MySQL: Co so dir liéu SQL

3. Freeradius: AAA server.



2. Cai dat:
deploy ova file

Mot s6 1énh co ban cua server

TT Lénh Mo ta
1 sudo -s Chuyén sang user root

2 |sudo shutdown -r now Khoi dong lai server

3 sudo shutdown -P now T4t server

4 cat /etc/network/interfaces  Print ndi dung file ra man hinh

5 tail —f Theo ddi log file lién tuc
/var/log/apache2/access.log

6 tail Print noi dung gan nhat cia file ra man hinh
/var/log/apache2/access.log

3. C4u hinh mang

File cau hinh mang nam tai: /etc/network/interfaces

auto enslé60
iface ensl60 inet static
address 10.30.145.117
netmask 255.255.255.128
network 10.39.145.0
up route add -net 10.61.124.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.61.127.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 10.61.128.0 netmask 255.255.255.0 gw 10.30.145.1



up route add -net 10.61.129.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.60.7.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 10.58.3.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 192.168.176.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.60.101.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.58.15.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 10.60.100.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.60.5.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 10.60.94.0 netmask 255.255.255.0 gw 10.30.145.1

up route add -net 10.60.135.0 netmask 255.255.255.0 gw 10.30.145.1
up route add -net 10.58.137.224 netmask 255.255.255.255 gw 10.30.145.1

up route add -net 10.60.66.0 netmask 255.255.255.0 gw 10.30.145.1

auto ensl92
iface ensl192 inet static
address 172.16.0.7
netmask 255.255.0.0

gateway 172.16.0.1

4. Khéi tao cluster:

Khi cluster chay lan dau tién (hoac khi khoi dong lai cluster tir dau, tac 1a khi ca 02 server
déu bi tat vi mot 1y do nao d6) thi can phai thuc hién khai tao cluster, thuc hién theo cac
budc sau:

- Khai dong tat ca 02 server, chd server khai dong xong, login vao server theo account:
local/local

- Trén ca 02 server thuc hién Iénh sau:
sudo systemctl stop mysqgl

- Lan luot thuc hién 1énh sau trén tung server, néu lénh thuc hién thanh cong trén 1 server
thi ding lai khéng thuc hién tiép trén cac server con lai nita



TT Lénh M5 ta Théong bao diu ra

1 sudo Truong hop thanh cong DEmliporialli~? Sndn oolers new lnster
ocalfpo ey | ==
galera new cluste

r

2 sudo Truong hop khong
galera new cluste thanhcong
r

- Trén cac server con lai, thuc hién 1énh sau:

sudo systemctl start mysql

- Kiém tra cluster d3 joint da 02 node chua:

TT Lénh Mo ta Thong bio diu ra
1 mysgl -u root -p - -Password: XXXXXx
e "SHOW STATUS - Ket qua Cluster phéi
LIKE du 02 node

'wsrep cluster si

Ze'"

5. Theo dbi céc tién trinh:
5.1. Apache Webserver:

a. Khéi dong va dirng tién trinh

TT Lénh Mo ta
1 sudo systemctl stop apache2 Dirng tién trinh

2 sudo systemctl start Khai chay tién trinh
apache?2




3 sudo
apache?2

systemctl

restart Khai dong lai tién trinh

b. Kiém tra tién trinh dang hoat dong hay khong:

TT Lénh M5 ta Théong bao diu ra
1 ps aux | grep Kiém tra tién trinh:
apache?2 truong hop dang hoat
dong
2  ps aux | grep Kiém tra tién trinh:
apache? truong hop khong dang
hoat dong

c. Kiém tra trang thai caa tién trinh

TT Lénh Mo ta Thong bao diu ra
1 sudo systemctl Kiém tra tién trinh:
status apache?2 truong hop dang hoat
dong
2 sudo systemctl Kiém tra tién trinh:

status apache?2

truong hop khong dang
hoat dong




d. Lay thong tin statistic cia dich vu

sudo apache2ctl status

en slot with no Ccurrent pr

Két qua dau ra:

Apache Server Status for localhost (via ::1)

Server Version: Apache/2.4.18 (Ubuntu) OpenSSL/1.0.2g
Server MPM: prefork

Server Built: 2017-09-18T15:09:02

Current Time: Wednesday, 20-Dec-2017 21:55:22 ICT
Restart Time: Wednesday, 20-Dec-2017 21:38:08 ICT
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 17 minutes 14 seconds



Server load: 0.00 0.02 0.06
Total accesses: 0 - Total Traffic: 0 kB
CPU Usage: ul0 s0 cu0 csO

0 requests/sec - 0 B/second -

1 requests currently being processed, 4 idle workers

Scoreboard Key:

Waiting for Connection, "S" Starting up,

"R" Reading Request,

"W" Sending Reply, "K" Keepalive (read), "D" DNS Lookup,

"C" Closing connection, "L" Logging, "G" Gracefully finishing,

"I" Idle cleanup of worker, "." Open slot with no current process

e. File log va céu hinh:

TT Configuration File

1 /etc/apache2/sites-enabled/000-
default.conf

M0 ta
File cdu hinh virtual host chay dich
vu trén http

2 /etc/apache2/sites-
enabled/default-ssl.conf

3 /etc/apache2/ports.conf

4 /etc/apache2/apache2.conf

File ciu hinh virtual host chay dich
vu trén https

File c4u hinh port binding

File cau hinh chung cua webserver

TT Log File




1 /var/log/apache2/access.log File log tit c4 cac request dén

webserver
2 /var/log/apache2/error.log File log c4c 16i cuia webserver
5.2. MySQL.:
a. Khéi dong va dirng tién trinh
TT Lénh Mo ta

1 sudo systemctl stop mysqgl Dﬁngﬁélnmh

2 sudo systemctl start mysgl Khéidmyﬁénuhm

3 sudo systemctl restart Khoi dong lai tién trinh
mysqgl

b. Kiém tra tién trinh dang hoat dong hay khong:

TT Lénh Mo ta Thong bao diu ra
1 ps aux | grep Kiém tra tién trinh:
mysql treong hop dang hoat
dong
2 ps aux | grep Kiém tra tién trinh:
mysql treong hop khong dang
hoat dong

c. Kiém tra trang thai caa tién trinh

TT Lénh Mo ta Thong bio diu ra




1 sudo systemctl Kiém tra tién trinh:

status mysqgl truong hop dang hoat .
dong
2  sudo systemctl Kiém tra tién trinh:
status mysqgl truong hop khong dang
hoat dong

D
portall w
11

d. LAy thong tin statistic caa dich vu

Chu y: root password sql server la: XXXXXxx

TT Lénh Mo ta Thong bio diu ra
1 mysgl -u root -p —-](énlnaséluqng
e "SHOW STATUS node trong cluster (02
LIKE nOdeS)

'wsrep cluster si
Ze'"
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2 mysqgl -u root -p - -Kiém trathdng s hoat
e "sHOW GLOBAL dong cuasql cluster
STATUS LIKE

o w

'wsrep %';

3 mysgl -u root -p - Kiém tratat ca cic thong
e "SHOW GLOBRAL s0 hoat dong cua DB va

STATUS; cluster
e. File log va céu hinh:

TT Configuration File Mo ta

1 /etc/mysgl/conf.d/galera.cnf File cAu hinh cho cluster
2 /etc/mysgl/conf.d/mariadb.cnf File cAu hinh cho DB
TT Log File Mo ta

1 /var/log/mysqgl.log File log DB

2 /var/log/mysqgl.err File log cac 16i cua DB

5.3. Freeradius:

a. Khéi dong va dirng tién trinh
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TT Lénh Mb ta

1 sudo systemctl stop Dﬁngténtﬁnh
freeradius

2 sudo systemctl start Khéi chay tién trinh
freeradius

3 sudo systemctl restart Khéid@nghﬁténtﬁnh
freeradius

b. Kiém tra tién trinh dang hoat dong hay khong:

TT Lénh Mo ta Thong bio diu ra
1 ps aux | grep Kiém tra tién trinh:
freeradius truong hop dang hoat
dong
2 ps aux | grep Kiém tra tién trinh:
freeradius truong hop khong dang
hoat dong

c. Kiém tra trang thai caa tién trinh

TT Lénh M5 ta Théong bao diu ra
1 sudo systemctl Kiém tra tién trinh:
status freeradius truong hgp dang hoat
dong
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2 sudo systemctl Kiém tra tién trinh:

status freeradius truong hop khong dang
hoat dong

d. LAy thong tin statistic caa dich vu

echo "Message-Authenticator = 0x00, FreeRADIUS-Statistics-Type = 1, Response-
Packet-Type = Access-Accept" | radclient -x localhost:18121 status adminsecret

nenticator r
zcept™ | radeolient

length=140

o oal
B e
m m m

]
H

Total— L
Total-icc

o
KRR

al—huth-HM:
l-huth-I

)
Ia}

)
Ia}
m m M m m ™

]
H

localdpor

Két qua dau ra:

Sending Status-Server of id 189 to 127.0.0.1 port 18121
Message-Authenticator = 0x00000000000000000000000000000000
FreeRADIUS-Statistics-Type = Authentication

rad recv: Access-Accept packet from host 127.0.0.1 port 18121, 1id=189,
length=140

FreeRADIUS-Total-Access—Requests = 0

Il
(@)

FreeRADIUS-Total-Access—-Accepts

Il
(@)

FreeRADIUS-Total-Access—-Rejects

13



FreeRADIUS-Total-Access-Challenges = 0
FreeRADIUS-Total-Auth-Responses = 0
FreeRADIUS-Total-Auth-Duplicate-Requests
FreeRADIUS-Total-Auth-Malformed-Requests
FreeRADIUS-Total-Auth-Invalid-Requests =
FreeRADIUS-Total-Auth-Dropped-Requests =

FreeRADIUS-Total-Auth-Unknown-Types = 0

e. File log va céu hinh:

TT Configuration File Mo ta
1 /etc/freeradius/sites- File cu hinh cho dich vu wifi
enabled/billing
2 /etc/freeradius/radiusd.conf File cdu hinh chung cho AAA server
TT Log File Mo ta
1 /var/log/freeradius/radius.log File log radius server
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Mb ta cau hinh AAA cho dich vu wifi:

- Vi tri file cAu hinh: /etc/freeradius/sites-enabled/billing

- N§i dung file cdu hinh:

TT Configuration sections
1 listen {
ipaddr = *
port = 1812
type = auth

2 listen {

ipaddr = *
port = 1813
type = acct

3 client 0.0.0.0/0 {
shortname = all-client
secret = XXXXXX

}

Description

Cau hinh cho
dich vu
Authentication

Cau hinh cho
dich vu
Accounting

Cau hinh cho
phép céc client

két ndi dén
dich vu
0.0.0.0/0 =cho

phép tat ca cac
ip két ndi dén

Field
ipaddr

port

type

ipaddr

port

type

shortname

secret

bia chi dich vu sé
binding trén.

* =tat ca cac ip
Port cua dich vu
Loai dich vu

Dia chi dich vu s€
binding trén.

* =tat ca cacip
Port cua dich vu

Loai dich vu

Tén mo ta
Ma bi mat (ma bi mat
nay s€ duoc su dung boi

radius client (vsz-h) khi
két ndi dén
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